2.0 - Networking Hardware



1. NIC (Network Interface Card)

- Every device on a network has this
- Are specific to the network type you have installed; 1. Ethernet 2. WAN 3. Wireless 4. etc ...

* NOTE: A device can have MULTIPLE NICs inside
* NOTE: Built-in to the motherboard itself or as an Expansion Card (PCI or PCI-E)
* NOTE: Many options: Single-Port, Multi-Port, Copper, Fiber



2. Hub (AKA "Multi-port repeater")

- UNSECURE; SHARED BANDWIDTH; Data goes into 1 port and is then shared to every device connected to each other port
- Half-Duplex ONLY; only 1 device can send traffic at a time
- NOT EFFICIENT enough for large scale
- 10 Mb/s to 100 Mb/s

* NOTE: A Hub connected to another Hub creates a "Bridge"; 
* NOTE: The "Bridge" makes decisions on which data should be forwarded based on MAC Address destination (SOFTWARE BRIDGING)
* NOTE: It is "Software Bridging" because a Hub can NOT operate on Layer 2 (Data Link) [MAC Address] or Layer 3 (Network) [routes]; 
* NOTE: "Bridges" can connect to different topologies and work around network size limitations/collisions
* NOTE: An example of a "Bridge" today is a "WAP" (Wireless Access Point), which bridges a WIRED ethernet to WIRELESS



3. Switch

- INTELLIGENT; DEDICATED BANDWISTH; Forwards data based on Layer 2 (Data Link) [the MAC Address] (HARDWARE BRIDGING)
- ASIC (Application Specific Integrated Circuit); Data only goes to intended device; not every device connected to the Switch
- The ports may provide PoE (Power over Ethernet

* NOTE: PoE (Power over Ethernet) 1 end is connected to a SWITCH and the other to the devce needing POWER/NETWORK; the device is now given POWER and NETWORK
* NOTE: When the Switch features PoE then it is "Endspan"
* NOTE: When the Switch doesn't provide PoE, then an In-Line Power "INJECTOR" is used "Midspan"; this sits in between both devices
* NOTE: The reverse of PoE is EoP (Ethernet over Power); which gives a device NETWORK from a power source; IEEE 1901; data speeds are 500 Mb/s

* NOTE: A "Multi-Layer Switch" (Layer 3 Switch) includes ROUTING (uses IP Addresses) functionality


3A. UNMANAGED Switch

- BASIC; CHEAP; plug and play;


3B. MANAGED Switch

- Management protocols (SNMP) [Simple Management Protocol]
- Create VLANs (Virtual Local Area Networks)
- Can interconnect with other switches via 802.1Q (a "Trunk")
- Use QoS (Quality of Service); data prioritizing
- Spanning Tree Protocol (STP); provides REDUNDANCY
- Troubleshooting; port mirroring (you can capture packets)



4. Routers

- ROUTES (passes) data [based on IP addresses] between IP subnets
- Used for connectivity between 2 or more networks; 
- Filters and TRANSFERS data (packets); 
- Can isolate networks
- Often connects diverse network types; LAN, Serial WAN-link, Ethernet Fiber




5. WAP (Wireless Access Point)

- THIS IS NOT A Router; SIMPLY extends the WIRED network onto the WIRELESS network
- Makes its forwarding data decisions based on MAC addresses (UNLIKE the Router, which does this by IP Address)

* NOTE: A group of WAPs are controlled by "Wireless LAN Controllers"; a centralized management; can also be Cloud-based 



6. Firewalls

- ISOLATES 1 network from another
- Filters traffic by PORT NUMBER
- Operates on the Transport (Layer 4) level; some can go up to the Application (Layer 7) and even be Network (Layer 3) [inside Router Firewalls]
- Can also perform SOME proxy functions (caching, reprocessing data, )
- LIMITS/BLOCKS traffic based on LOCATION ORIGIN (i.e by Country); IP Address can be traced to countries
- Can ENCRYPT traffic into/out of the network


7. Repeater

- EXTENDS a connection over its original maximum distance; 

- Steps:

1. Receives singal
2. Regenerates signal
3. Resends signal (there's NO FORWARDING)


    
    *** Internet Services (Fastest to Slowest) ***



8. Fiber

* Uses LIGHT to send data; much LESS VULNERABLE to interference 
* Travels much LONGER DISTANCES than DSL and Cable; 
* Speeds are 1,000 DOWNLOAD and UPLOAD

- FASTEST data speeds;
- Services: DATA, VOICE, VIDEO


9. Cable Modem (Broadband)

* Coaxial cable; uses TV signal
* SHARED BANDWIDTH (among all signals in NEIGHBORHOOD)
* Speeds range from 4 Mbit/s to 400 Mb/s; although some GIGABIT speeds are possible

- Usually an ALL-in-ONE; Modem + Switch + Router; CONNECTS WITH COAXIAL CABLE
- Services: DATA, VOICE, VIDEO
- Connects to a BROADBAND network; common in BOTH home and corporate networks
- Sends data over cable' DOCSIS (Data Over Cable Service Interface Specification)



10. DSL (Digital Subscriber Line) [Asymmetric (means DOWNLOAD is faster than the UPLOAD) DSL]

* Twisted-pair (WIRES) cabling (RJ-11 cable)
* Uses Telephone lines for DATA and VOICE
* Dedicated (Split) bandwidth (each house has their own)
* Speeds range from 5 Mb/s to 100 Mb/s

- Usually an ALL-in-ONE; Modem + Switch + Router; CONNECTS WITH PHONE LINE (RJ-11)

* NOTE: The download speed depends on how close you are to the Central Office; the closer the faster; the LIMITATION is ~10,000 feet

    *** 3 Forms of DSL ***

1. ADSL (Asymmetric DSL)

- The download speed is FASTER than the upload speed; CHEAPER


2. SDSL (Symmetric DSL)

- The download and uploads speeds are THE SAME; EXPENSIVE; used in BUSINESSES


3. VDSL (Very high bit rate DSL)

- FASTEST; 3x FASTER than ADSL
- Uses COPPER WIRE
- Only made for SHORT DISTANCES


11. Satellite


* Non-terrestrial (not on ground) communication
* High LATENCY (DELAYS when processing data); not good; 250 ms
* Speeds are: 50 Mbit/s DOWNLOAD, 3 Mbit/s UPLOAD

- EXPENSIVE; 
- Remote sites, difficult-to-network sites
- High frequencies - 2 GHz
- Line of sight, rain fade


    *** Cable Infastructure ***


11. Patch Panel

- Manages ETHERNET cables for a clean look; the panels is plate/cover of RJ-45 blocks (ports) that lead to devices; looks like the front of a Switch)
- The tool used for the BACK of the Patch Panel is a "Punchdown Tool"; 
